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Evaluation Criteria

• Overall merit 

• Novelty and potential for impact

• Technical correctness

• Coverage/applicability

• Community contribution

• Writing quality

• Reviewer interest



Evaluation Criteria

q Novel Problem

q Solid Work

q Well Written



Research Scope



Good Idea 



Ethical Considerations

• Researches of human subjects: Must approved by IRB

• Network Measurement 

• Censorship Measurement

• Data Sharing

2009 2013 2016 2017 2021

Competing
Interests

IMC-2009

USENIX-2013

NDSS-2016

CCS-2017 S&P-2017
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Paper Space devoted to discussions related to ethical issues
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Project:
Fake-base-station Spam Ecosystem



Fake-base-station is right by your side

Victim FBS Operator/Spammer FBS SpamMessage

FBS Devices

Software-defined radio (SDR) Laptop



FBS: A Long-standing Problem

1970 20201980 1990 2004 2010 2015

1G 2G 3G 4G 5G
Voice Call Only Text Message Internet Video Call Internet of Everything

Legitimate Base
Station

Fake Base Station

Network BTS Network

Attacker e.g. user identity theft [ACSAC’14],
service hijacking [Usenix’13]

Root Cause: Lack of base station authentication under GSM(2G) network

An adversary could force the device to downgrade from 3G/4G(5G) to 2G.

FBS will be a long-standing threat !



FBS as a Spamming Channel

• In this work, we focus on the ability of FBSes to send spam messages to end-
user devices from arbitrary phone numbers.

Previous Work

Focus on detecting FBSes Strong Signal Strength Significant Change of BS ID
Similar features were used to collect data in this work* 

* The data collection was implemented by our industrial partner, and we don’t consider it as our
contribution in this work.

Motivation
To understand the fraudulent activities and explore strategies in 

the FBS spam ecosystem through a data-driven approach
279K real-world FBS messages in China (largest known dataset)



FBS as a Spamming Channel

• In this work, we focus on the ability of FBSes to send spam messages to end-
user devices from arbitrary phone numbers.

Previous Work

Focus on detecting FBSes Strong Signal Strength Significant Change of BS ID
Similar features were used to collect data in this work* 

* The data collection was implemented by our industrial partner, and we don’t consider it as our
contribution in this work.

Motivation
279K real-world FBS messages in China (largest known dataset)

We still lack deep insights into the ecosystem powered by FBSes.



Motivation of Measurement Study 



Data Collection (Ethical)

• 279,017 FBS detection logs, Dec.1, 2018 to Mar.7,2019 (97 days)
360
Mobile Guard

Example of Collected Data Logs
2018-12-03 18:43:07 Timestamp (logged time)

95588 (ICBC) Sender Phone Number

HASH_1 IMEI (hashed for anonymity)

HASH_2 IMSI (hashed for anonymity)

Cellinfo:
lac:9418&cellid:3133 2018-12-03
18:43:08,…,…

Information of Recently connected
Base Station

157.xxx.xxx.132 IP address of mobile client
您的综合评分良好，可申请提升信用卡额
度2万元，www.lcbl95588.com 【工商银行】
With a good overall score, you can apply to 
increase your credit card limit by ¥20,000. 
www.lcbl95588.com 【ICBC】

Message Content

Detection based on
FBS features

Move into Spam Inbox
and notify user

Upload anonymized logs

Our dataset



Research Questions

• Measuring the Patterns of FBS Spammers

• Measuring the Strategies of Spam Campaigns

• But, Technical Challenges

客户，尊敬的范鹏露，恭喜您成为澳门
威尼斯人676fa.com的特邀會員，首充
100送128，更有棋牌，电子，采票天天
仮点3%哦！。6WD



Temporal: Spammers are Hard Working

vOther types of spam, e.g., domain squatting[ISRAID’17], spam calls[S&P’18]: No! Take a break!
vFBS spam in China : Yes! Rarely rest.

Do spammers keep working on weekends?

Heatmap of FBS spam activities

Also keep working after midnight / on New Year’s Day.
Only rest around Spring Festival (Gambling spammers remain active then).

Spring Festival
2019/02/05



Spatial: Crowd Targeted

Largely active near main roads and highly-populated regions for increasing influence



Overview of Spam Campaign

7,884 spam campaigns are identified associated with 8,316 unique spam contacts

Life time
• 92% active for less than 10 days

• Top 20 long-lived: mostly Fake ID and invoice, “light crime”, low risk

• Top 50 least-active: mostly Phishing messages , “illegal business”, high penaltyMostly short-lived

Organization

Hierarchical architecture
Outsourcing models

Business Owner Intermediate Contact FBS Operator
Campaign I

Business Owner Intermediate Contact FBS Operator
Campaign II

OutsourcingOutsourcingResource Sharing



Overview of Spam Campaign

No. Category #Msg #IMEI Days Active Time (Dec 1, 2018 – Mar 7, 2019) Hourly Distribution Locality

1 Loan 11,120 1,646 95 Dalian

2 Gambling 3,623 2,080 97 Macau

3 Gambling 2,971 1,904 97 Macau

4 Loan 2,327 687 88 Dalian

5 Gambling 1,416 580 77 Macau,  Zhuhai

6 Fake ID 1,318 940 71 Chengdu

7
Gambling, Loan,

Escort
1,283 460 60 Macau, Zhuhai

8 Ad-Other 1,249 889 72 Chengdu

9 Bank Phishing 1,206 903 35 Cities of Sichuan

10 Gambling 1,127 486 76 Macau, Zhuhai

Top 10 spam campaigns sending most messages

Multiple campaigns could be undertaken of the same FBS operator at the same time

• Campaign 2&3, 5&10, 6&8 are similar both in active time and active location, with at least 54% overlap of affected IMEIs

Outsourcing of FBS Operator



Evasion Strategies of Spam Campaigns

Domain Infrastructure Bank Account Spammer Contacts

Newly registered domains
Abusing flawed bank policy Social platform accounts for the most

Domain-squatting services

URL-shorten

1,155 (38.4%) domains are
registered after 2019

278 are over 3 years old
registered early, leveraged in batches

397 (69%) URLs use URL shorteners
http://t.cn/xxxxxx http://dwz.cn/xxxxx

-> Avoid Domain Blacklisting -> Avoid Bank Blocking -> Avoid Account Blocking

Registered in mid-west China 
with flawed bank policy

Loose Authentication

Free Secondary Card
Low blocking rate, long live-time



Moving Spam Campaign

Dec 21,2018, Chengdu
Dec 24,2018, Guangan

Dec 25, 2018, Dazhou

Dec 27, 2018, Suining

Dec 29, 2018, Nanchong

Dec 31,2018, Chengdu



Recommendations for the Community

Defense of
FBS Spam

Mobile
Carriers

Government
Agencies

Social Media
Platform

Enterprises

Security
Software

Bank

Update cell towers,
abandon GSM protocolMore efforts in seriously

effected places and cities

Re-evaluate their bankcard
policies to avoid being abused

New UI system of application
Extracted templates as new featuresUser education, new scenarios of deceptive

messages in our work may help

Checking accounts with
fraudulent activities

All of the parties evolved in FBS Ecosystem should unite and work together to
mitigate FBS Spam issues.
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The closer you look, the less you will see.
Now you see me.
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Q & A

• Location: FIT 4-204
• Email: lbj@mail.tsinghua.edu.cn


